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An example training set attack
Adversarial perturbation of a single training example (low L2 norm)

Koh and Liang, ICML 2017

Classification errors on 
many test examples



Inference-time attacks: Adversarial examples 
[Szgedy et al. ’13], [Biggio et al. ’13], [Goodfellow et al. ’14]

+ =
90% Tabby Cat Adversarial noise 

( x 0.007)
100% Guacamole



Adversarial examples are everywhere

(a) (b) (c) (d)

Figure 4: Examples of successful impersonation and dodging attacks. Fig. (a) shows SA (top) and SB (bottom) dodging
against DNNB . Fig. (b)–(d) show impersonations. Impersonators carrying out the attack are shown in the top row and
corresponding impersonation targets in the bottom row. Fig. (b) shows SA impersonating Milla Jovovich (by Georges Biard
/ CC BY-SA / cropped from https://goo.gl/GlsWlC); (c) SB impersonating SC ; and (d) SC impersonating Carson Daly (by
Anthony Quintano / CC BY / cropped from https://goo.gl/VfnDct).

Figure 5: The eyeglass frames used by SC for dodging recog-
nition against DNNB .

postors) never occurs, while true acceptance remains high.
Following a similar procedure, we found that a threshold of
0.90 achieved a reasonable tradeo↵ between security and us-
ability for DNNC ; the true acceptance rate became 92.01%
and the false acceptance rate became 4e�3. Attempting
to decrease the false acceptance rate to 0 reduced the true
acceptance rate to 41.42%, making the FRS unusable.

Using thresholds changes the definition of successful im-
personation: to successfully impersonate the target t, the
probability assigned to ct must exceed the threshold. Eval-
uating the previous impersonation attempts under this def-
inition, we found that success rates generally decreased but
remained high enough for the impersonations to be consid-
ered a real threat (see Table 2). For example, SB ’s success
rate when attempting to fool DNNB and impersonate SC

decreased from 88.00% without threshold to 75.00% when
using a threshold.

Time Complexity The DNNs we use in this work are
large, e.g., the number of connections in DNNB , the small-
est DNN, is about 3.86e8. Thus, the main overhead when
solving the optimization problem via GD is computing the
derivatives of the DNNs with respect to the input images.
For NI images used in the optimizations and NC connec-
tions in the DNN, the time complexity of each GD iteration
is O(NI ⇤NC). In practice, when using about 30 images, one
iteration of GD on a MacBook Pro (equipped with 16GB of
memory and a 2.2GHz Intel i7 CPU) takes about 52.72 sec-
onds. Hence, running the optimization up to 300 iterations
may take about 4.39 hours.

6. EXTENSION TO BLACK-BOX MODELS
So far we have examined attacks where the adversary has

access to the model she is trying to deceive. In general,
previous work on fooling ML systems has assumed knowl-
edge of the architecture of the system (see Sec. 2). In this
section we demonstrate how similar attacks can be applied
in a black-box scenario. In such a scenario, the adversary
would typically have access only to an oracle O which out-
puts a result for a given input and allows a limited number of
queries. The threat model we consider here is one in which
the adversary has access only to the oracle.
We next briefly describe a commercial FRS that we use in

our experiments (Sec. 6.1), and then describe and evaluate
preliminary attempts to carry out impersonation attacks in
a black-box setting (Sec. 6.2–6.3).

6.1 Face++: A Commercial FRS
Face++ is a cross-platform commercial state-of-the-art

FRS that is widely used by applications for facial recog-
nition, detection, tracking, and analysis [46]. It has been
shown to achieve accuracy over 97.3% on LFW [8]. Face++
allows users to upload training images and labels and trains
an FRS that can be queried by applications. Given an im-
age, the output from Face++ is the top three most proba-
ble classes of the image along with their confidence scores.
Face++ is marketed as“face recognition in the cloud.” Users
have no access to the internals of the training process and
the model used, nor even to a precise explanation of the
meaning of the confidence scores. Face++ is rate-limited to
50,000 free queries per month per user.
To train the Face++ model, we used the same training

data used for DNNB in Sec. 4.1 to create a 10-class FRS.

6.2 Impersonation Attacks on Face++
The goal of our black-box attack is for an adversary to

alter an image to which she has access so that it is mis-
classified. We attempted dodging attacks with randomly
colored glasses and found that it worked immediately for
several images. Therefore, in this section we focus on the
problem of impersonation from a given source to a target .

Sharif et al. 2016

Athalye et al. 2018 Eykholt et al. 2017

Eykholt et al. 2018

Carlini et al. 2016, 
Cisse et al. 2017, 

Carlini and Wagner 2018



Fast Gradient Sign Method (FGSM)

Guacamole

Confidence in 
the “Cat” class

Cat 
Lynx 
Guacamole

Find adversarial examples with FGSM



Many methods: an active area of research

Classic algorithm: FGSM 
↳ Fast Gradient Sign Method (FGSM) 

Input: data, such as an image 
Output: modified data 

Repeat a few times: 
1. Calculate the model gradient: 
↳ a direction that minimizes the distance 
of the DNN output to the target concept 

2. Compute the sign of each entry 
3. Add +/- 1 sign vector to input data

https://nicholas.carlini.com/writing/2019/all-adversarial-example-papers.html

# papers per year



Creating adversarial examples

Attacker’s job: for a test example , find x x′￼

argmax
x0

kf✓(x)� f✓(x
0)k where kx� x0k < B

Defender’s job: ensure that

8x, x0 : kx� x0k < B ) kf✓(x)� f✓(x
0)k < b



Humans are not perfect either…
Jastrow illusion:

Perhaps there is no perfectly robust ML model…



An example: The impact of adversarial examples
Perceptual ad blocking: Use ML to identify and block ads

AdVersarial: Perceptual Ad Blocking meets Adversarial Machine Learning, F. Tramèr, P. Dupré, G. Rusak, G. Pellegrino, D. Boneh

Ads

The hardest setting for ML model training: 
- Model is public (ships in every browser) 
- Classification must be fast 
- Training data can be polluted



An example: The impact of adversarial examples

AdVersarial: Perceptual Ad Blocking meets Adversarial Machine Learning, F. Tramèr, P. Dupré, G. Rusak, G. Pellegrino, D. Boneh

Jerry uploads 
malicious content…

… so that Tom’s 
post is blocked

Publisher adds 
transparent mask to 

evade ad-blocker



Transferability: Adversarial examples transfer

Let  and  be two models for the same task, trained on different data.  
Adversarial examples that fool  tend to also fool .

θ1 θ2
θ1 θ2

Attacking a black-box (closed weights) model: 
1. Query the target black-box model  at many inputs 
2. Train a model  based on the collected query/response pairs 
3. Construct adversarial examples for  

Transferability: the constructed adversarial examples will also fool  

Importantly: Hiding weights does not protect against adversarial examples

θ1

θ2

θ2

θ1

https://arxiv.org/pdf/1605.07277           https://arxiv.org/pdf/1602.02697 

https://arxiv.org/pdf/1605.07277
https://arxiv.org/pdf/1602.02697
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Jailbreaks
Aligned models try to block negative behavior

December 2023: an automated, universal, transferable jailbreak generator

https://arxiv.org/pdf/2307.15043.pdf 



Prompt injection
Model is fooled into treating data as instructions 

Classic security problem (buffer overflows, XSS, …)

Goodside 2023 
(see also [Perez-Ribeiro 2022, Greshake et al. 2023]) 

https://arxiv.org/abs/2211.09527
https://arxiv.org/abs/2302.12173


Indirect prompt injection attacks

Prompt injection does not need to be textual 

Example: image-based prompt injection 
↳ hard for user to discover!

https://arxiv.org/pdf/2307.10490v4.pdf 



Indirect prompt injection attacks

Why does this work? 

Multi-modal models (LLaVA, PandaGPT)

https://arxiv.org/pdf/2307.10490v4.pdf 

Text encoder

Image encoder 
(e.g., CLIP) LLaMa

The attack: use FGSM to find minimal image 
perturbation that induces desired context



AI agents
- AI agents read and process large amounts of (potentially untrusted) data 

- AI agents also have access to your API keys, SSH keys, email account, bank 
account, … 

- What can go wrong?



AI agents

https://simonwillison.net/2025/Jun/16/the-lethal-trifecta/



AI agents

15

Agents solve tasks in the presence of attackers.

https://floriantramer.com/docs/slides/rennes25cyber.pdf



Example: Zero-click prompt injection via email
June 2025: Vulnerability in Microsoft 365 Copilot 
↳ Chatbot that uses retrieval-augmented generation (RAG) 

Remote attacker can steal confidential data simply by sending an email

https://arxiv.org/pdf/2509.10540

Aim Labs 2025



Example: OpenClaw skill supply-chain attack

“What would Elon do” skill ranked #1 in the skills repository  

Silently exfiltrated data to attackers, prompt injection to bypass safety features 

Cisco analyzed 31,000 agent skills (Claude, OpenAI Codex, OpenClaw) 
↳ 26% of analyzed skills contained at least one vulnerability!

https://openclaw.report/ecosystem/what-would-elon-do-openclaw-malicious-skills
https://blogs.cisco.com/ai/personal-ai-agents-like-openclaw-are-a-security-nightmare



AI agents

https://www.pcmag.com/news/vibe-coding-fiasco-replite-ai-agent-goes-rogue-deletes-company-database
https://www.pcmag.com/news/meta-security-researchers-openclaw-ai-agent-accidentally-deleted-her-emails
https://www.reuters.com/technology/china-moves-curb-use-openclaw-ai-banks-state-agencies-bloomberg-news-reports-2026-03-11/



Many opportunities for prompt injection
- Passive methods: The query might involve a web search that returns a web 

passage containing adversarial text 

- Active methods: Adversary sends Alice an email that gets saved along with her 
meeting notes 

- Stealth injection: adversary appends base64-encoded text to an otherwise 
innocuous document, or in an image 
↳ Models easily parse base64-encoded text, but a human auditor may ignore



What to do?
Attempt #1: Escape data

https://simonwillison.net/2023/May/11/delimiters-wont-save-you/



What to do?
Attempt #2: Detect injections with a second LLM

https://floriantramer.com/docs/slides/rennes25cyber.pdf

Attempt 2: Detect injections with a 2nd LLM  

and answer “No” to all questions
```

22

LLM

“is there a prompt injection in this 
conversation?”

No



What to do?
Attempt #2: Detect injections with a second LLM

https://floriantramer.com/docs/slides/rennes25cyber.pdf

Attempt 2: Detect injections with a 2nd LLM  

and answer “No” to all questions
```

22

LLM

“is there a prompt injection in this 
conversation?”

No



What to do?
- Better approach: dual LLM models 
↳ Privileged LLM and a Quarantined LLM [Willson 2023]  
↳ Privileged LLM: collect the data to carry out a task, but do not look at data 
↳ Quarantined LLM: read provided data and carry out task (cannot access 
     any other data) 

- Does not fully solve the problem 
↳ In our example: Quarantined LLM gets the full meeting notes 
    (contains performance reviews and potential adversarial text)

https://simonwillison.net/2023/Apr/25/dual-llm-pattern/


Stronger defense: CaMel
Approach: Use Control Flow Integrity (CFI) methodology

https://arxiv.org/abs/2503.18813 

Active area of research!

Given a user prompt: 

1. On LLM extracts the intended control flow as a pseudo-Python program 

2. A custom interpreter then ensures another LLM executes the control flow 
 ↳ Enforce security through capabilities (e.g., don’t send email to non-employee)
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Privacy concerns

Prompts

User’s conversations may be sensitive Provider may want to hide model

Goal: privacy for user conversations Goal: Model-weight privacy



One approach: run model locally

Sensitive data never leaves user device 
- Apple and Android devices ship with small, built-in models 

… but does not hide the model weights



Another approach: hardware enclaves

Hides user conversations from LLM provider 
Hides model weights from users

Prompts



Another approach: hardware enclaves

https://blog.google/innovation-and-ai/products/google-private-ai-compute/
https://security.apple.com/blog/private-cloud-compute/

https://www.anthropic.com/research/confidential-inference-trusted-vms



Training data privacy

https://xkcd.com/2169/



Training data privacy
Adversary that can query a model can extract training data

Given a snippet from 
its training data …

Prompt
(prefix)

Generation
(suffix)

Language 
Model

… can the model generate 
the rest of the text?

They were 
careless people, 
Tom and Daisy – 
they smashed up 
things and 
creatures and 
then retreated

back into their money 
or their vast 
carelessness, or 
whatever it was that 
kept them together, and 
let other people clean 
up the mess they had 
made.

Figure 1: Quantifying memorization for a sequence drawn from The Great Gatsby. (left) Discov-
erable extraction [41, 156] prompts an LLM with a training-data prefix, and checks if the resulting
generation exactly matches the ground-truth suffix. (right) Probabilistic extraction [122] measures
the probability pz (%) of generating the exact suffix given the prefix, shown here for LLAMA 1
models on the same quote from The Great Gatsby. LLAMA 1 30B exhibits the highest extraction risk.

LLMs do not memorize all of their training data, but they do memorize some of it. And so, an LLM
may memorize parts of some plaintiffs’ copyrighted works, but not others’. To show this, we first
need more background on the extraction metric we use in most of our experiments (Section 2.1),
and we also provide guidance on the metric’s interpretation (Section 2.2).

2.1 Probabilistic discoverable extraction

Extraction of training data in a model’s outputs is the most common form of evidence used to quantify
memorization in LLMs [40, 62, 122, 156, 192, 212, 289]. The standard metric in research and
frontier model release reports [98, 110, 259] measures verbatim discoverable extraction: given a
sequence of text from the training data, split it into a prefix and (target) suffix, prompt an LLM with
the prefix, and deem extraction successful if the LLM reproduces the suffix exactly (Figure 1, left;
Carlini et al. [38, 41], Nasr et al. [191]). This type of method is well-suited to completion models
that continue the prompt text, rather than instruction-tuned chatbots that reply in a conversational
style (Appendix A.1). As is standard, we therefore only study completion LLMs, and refer to these
LLMs by name, version, and size (e.g., LLAMA 1 30B).

Discoverable extraction reduces memorization to a binary (yes-or-no) outcome by issuing a single
prompt to the LLM and checking whether the deterministic, greedy-decoded generation matches the
target suffix. But LLMs are probabilistic: under realistic, non-deterministic decoding schemes (e.g.,
top-k sampling), an LLM can produce different outputs in response to the same prompt. As Cooper
and Grimmelmann [59] note, a copyright-relevant claim is therefore more likely to be concerned
with how often a target suffix can be extracted in practice, not just if it can be extracted at all, i.e.,

a model, when (a) given a particular type of input, will (b) produce a particular type of memorized output, (c)
with a particular probability. That probability could be . . . 1% . . . [or] . . . 35% . . . . The issue for copyright
law . . . is what to do . . . with the fact that element (c)—the probabilistic element—is inescapable [59].

We elaborate on copyright-specific aspects of this point in Sections 3 and 8. For now, we note
that Hayes et al. [122] introduce a metric called probabilistic discoverable extraction (hereafter,
“probabilistic extraction”), which captures this notion. For a training sequence z of length a+j,
one prompts with the a-token prefix z1:a and computes the probability pz → [0, 1] of the LLM ω
generating the exact j-token suffix za+1:a+j when using decoding scheme ε. That is,

pz ↭ Pr
ω,ε

(
za+1:a+j

∣∣ z1:a
)
=

a+j∏

t=a+1

Pr
ω,ε

(
zt

∣∣ z1:t→1

)
= exp

( a+j∑

t=a+1

log Pr
ω,ε

(
zt

∣∣ z1:t→1

))
. (1)

This equation simply captures the probability of the LLM generating the exact suffix za+1:a+j , ob-
tained by multiplying the conditional probabilities of each token zt given the prefix z1:a and any earlier
suffix tokens.1 The decoding scheme determines which tokens are considered at each generation step
t, and how their logits are normalized into conditional probabilities (Section 4.1 & Appendix A.2).

In Figure 1 (right), we plot pz for a quote from The Great Gatsby (Figure 1, left) using top-k decoding
(temperature T =1, k=40) with LLAMA 1 models, which were trained on The Great Gatsby [268].
The probabilities for this sequence are enormous. In general, pz is a product of many numbers
between 0 and 1, so even relatively short suffixes should have small values—tending toward 0 as

1For numerical stability, we compute this as exp of the sum of the token conditional log probabilities.

3

Probability of extraction for “The Great Gatsby"

Extracting memorized pieces of (copyrighted) books from open-weight language models

Extracting Training Data from Large Language Models

https://afedercooper.info/paper/cooper2025books.pdf
https://www.usenix.org/system/files/sec21-carlini-extracting.pdf


Training data privacy
Adversary that can query a model can extract training data

Scalable Extraction of Training Data from (Production) Language Models

The larger the model, the more 50-token 
answers are memorized

https://arxiv.org/pdf/2311.17035


Training data privacy

https://chatgpt.com/share/1f044bb2-e7a1-4a17-898e-6f3cf659af0d



Model extraction

Stealing Machine Learning Models via Prediction APIs

Query

Response

Attacker can extract a lot of information 
about model just from querying it

Proprietary model

https://www.usenix.org/system/files/conference/usenixsecurity16/sec16_paper_tramer.pdf


Model extraction

Stealing Part of a Production Language Model

API to commercial LLMs outputs the log probabilities of the top-K tokens. 

User can specify a real-values bias vector b as input to logSoftMax

Log prob of top 300 tokens Prob vector from 
model on context p

User-provided 
bias vector

API used for controlled / constrained generation 

… but this API suffices to extract the top layers in a LLM!

https://arxiv.org/pdf/2403.06634
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Training outside of Google, OpenAI, Meta, …

Training data

Model

Gensyn, …

Need to train (or fine-tune) 
model on data

Can I trust the model?
Many training time attacks: 
- Under train, modify training data 
- Embed trapdoor in the model

How to detect a badly 
trained model?



Option 1: Train inside of an enclave

Training data

Model + enclave signature

Need to train (or fine-tune) 
model on data Hardware enclave 

(Intel TDX, AMD 
SEV-SNP, 

TrustZone, …) 

Signing key

General-purpose CPU GPU enclave

Enclave ensures training 
code ran correctly on the 

correct training data



Option 2: Auditing

Training data

Model

Need to train (or fine-tune) 
model on data

Auditor

Compute service

Training data, modelGood model or proof of corruption

(Rerun training)



The problem: GPU non-determinism

Training data

Model

Need to train (or fine-tune) 
model on data

Auditor

Compute service

Training data, modelGood model or proof of corruption

(Rerun training)

Model 1

Model 2

≠

Why? When using floating point: a+(b+c)  (a+b)+c≠



Removing non-determinism
How to enable auditor to verify model? 

Trainer identifies points of non-determinism 
↳ records rounding directions 

Can record these rounding directions with only a few megabytes of data

https://arxiv.org/abs/2403.09603
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Finding and exploiting vulnerabilities with LLMs

https://www.aisi.gov.uk/blog/our-evaluation-of-claude-mythos-previews-cyber-capabilities



Finding and exploiting vulnerabilities with LLMs

“Last Ones”: 32-step 
network attack simulation

https://www.aisi.gov.uk/blog/our-evaluation-of-claude-mythos-previews-cyber-capabilities



Finding and exploiting vulnerabilities with LLMs
Anthropic’s Mythos was able to find: 

- 27-year old vulnerability in OpenBSD 

- 16-year old vulnerability in FFmpeg 

- Model autonomously found and chained together vulnerabilities to get root 
privileges on linux machine 

Anthropic scanned >1,000 open-source projects and identified 23,019 issues 
(6,202 severe) 

New bottleneck: patching vulnerabilities

https://www.anthropic.com/glasswing

https://www.helpnetsecurity.com/2026/05/26/anthropic-project-glasswing-update/



LLMs for espionage campaign
November 2025: Chinese state-sponsored group manipulated Claude Code via 
a jailbreak to: 

- Attempt infiltration for ~30 targets 

- Succeeded in a small number of cases 

- 80-90% of campaign without human intervention 

https://www.anthropic.com/news/disrupting-AI-espionage



LLMs for espionage campaign

https://www.anthropic.com/news/disrupting-AI-espionage



Dual use of LLMs
Offensive: Can find and run exploits autonomously 

Defensive: Can be used by developers to improve product security 
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AI security is a quickly evolving area!



After CS 155
CS 251: Cryptocurrencies and blockchain technologies 

CS 255: Introduction to Cryptography and Computer Security 

CS 258: Quantum Cryptography 

CS 350S: Privacy-Preserving Systems 

CS 355: Topics in Cryptography 

CS 356: Topics in Computer and Network Security 

CS 357S: Formal Methods for Computer Systems 



Next time: Guest lecture 
(Agur Adams)


