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The basic ML pipeline (supervised learning)

(1) Data collection
(2) Training

(3) inference

θlearning
algorithm

inference

algorithmθ
“yield”,  95%
“stop” , 2%

(2a) TestingEvery one of these steps can be attacked



An example training set attack

(Koh and Liang,  ICML 2017)

Adversarial perturbation of a single training example  (low L2 norm)

classification errors
on many test examples:



Inference time attacks:  adversarial examples
[Szegedy et al. ‘13], [Biggio et al. ‘13], [Goodfellow et al. ‘14], ...
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Adversarial examples are everywhere

(Carlini et al. 2016, 
Cisse et al. 2017, 

Carlini & Wagner 2018)

(a) (b) (c) (d)

Figure 4: Examples of successful impersonation and dodging attacks. Fig. (a) shows SA (top) and SB (bottom) dodging
against DNNB . Fig. (b)–(d) show impersonations. Impersonators carrying out the attack are shown in the top row and
corresponding impersonation targets in the bottom row. Fig. (b) shows SA impersonating Milla Jovovich (by Georges Biard
/ CC BY-SA / cropped from https://goo.gl/GlsWlC); (c) SB impersonating SC ; and (d) SC impersonating Carson Daly (by
Anthony Quintano / CC BY / cropped from https://goo.gl/VfnDct).

Figure 5: The eyeglass frames used by SC for dodging recog-
nition against DNNB .

postors) never occurs, while true acceptance remains high.
Following a similar procedure, we found that a threshold of
0.90 achieved a reasonable tradeo↵ between security and us-
ability for DNNC ; the true acceptance rate became 92.01%
and the false acceptance rate became 4e�3. Attempting
to decrease the false acceptance rate to 0 reduced the true
acceptance rate to 41.42%, making the FRS unusable.

Using thresholds changes the definition of successful im-
personation: to successfully impersonate the target t, the
probability assigned to ct must exceed the threshold. Eval-
uating the previous impersonation attempts under this def-
inition, we found that success rates generally decreased but
remained high enough for the impersonations to be consid-
ered a real threat (see Table 2). For example, SB ’s success
rate when attempting to fool DNNB and impersonate SC

decreased from 88.00% without threshold to 75.00% when
using a threshold.

Time Complexity The DNNs we use in this work are
large, e.g., the number of connections in DNNB , the small-
est DNN, is about 3.86e8. Thus, the main overhead when
solving the optimization problem via GD is computing the
derivatives of the DNNs with respect to the input images.
For NI images used in the optimizations and NC connec-
tions in the DNN, the time complexity of each GD iteration
is O(NI ⇤NC). In practice, when using about 30 images, one
iteration of GD on a MacBook Pro (equipped with 16GB of
memory and a 2.2GHz Intel i7 CPU) takes about 52.72 sec-
onds. Hence, running the optimization up to 300 iterations
may take about 4.39 hours.

6. EXTENSION TO BLACK-BOX MODELS
So far we have examined attacks where the adversary has

access to the model she is trying to deceive. In general,
previous work on fooling ML systems has assumed knowl-
edge of the architecture of the system (see Sec. 2). In this
section we demonstrate how similar attacks can be applied
in a black-box scenario. In such a scenario, the adversary
would typically have access only to an oracle O which out-
puts a result for a given input and allows a limited number of
queries. The threat model we consider here is one in which
the adversary has access only to the oracle.
We next briefly describe a commercial FRS that we use in

our experiments (Sec. 6.1), and then describe and evaluate
preliminary attempts to carry out impersonation attacks in
a black-box setting (Sec. 6.2–6.3).

6.1 Face++: A Commercial FRS
Face++ is a cross-platform commercial state-of-the-art

FRS that is widely used by applications for facial recog-
nition, detection, tracking, and analysis [46]. It has been
shown to achieve accuracy over 97.3% on LFW [8]. Face++
allows users to upload training images and labels and trains
an FRS that can be queried by applications. Given an im-
age, the output from Face++ is the top three most proba-
ble classes of the image along with their confidence scores.
Face++ is marketed as“face recognition in the cloud.” Users
have no access to the internals of the training process and
the model used, nor even to a precise explanation of the
meaning of the confidence scores. Face++ is rate-limited to
50,000 free queries per month per user.
To train the Face++ model, we used the same training

data used for DNNB in Sec. 4.1 to create a 10-class FRS.

6.2 Impersonation Attacks on Face++
The goal of our black-box attack is for an adversary to

alter an image to which she has access so that it is mis-
classified. We attempted dodging attacks with randomly
colored glasses and found that it worked immediately for
several images. Therefore, in this section we focus on the
problem of impersonation from a given source to a target .

(Sharif et al. 2016)

(Athalye et al. 2018)

(Eykholt et al. 2017)
(Eykholt et al. 2018)

Constructed using the Fast Gradient Sign Method (FGSM)



FGSM to find adversarial examples
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Many methods: an active area of research

https://nicholas.carlini.com/writing/2019/all-adversarial-example-papers.html

A classic algorithm:  FGSM
Fast Gradient Sign Method (FGSM)

input:  data, such as an image
output:  modified data

Repeat a few times:
step 1:  calculate the model gradient:

a direction that minimizes the 
distance of the DNN output
to the target concept

step 2:  compute the sign of each entry
step 3:  add ±1 sign vector to input data

# papers per year



More abstractly

Attacker’s job:   for a test example 𝑥,  find 𝑥′

argmax
x0

kf✓(x)� f✓(x
0)k where kx� x0k < B

maximize classification error with a “small” perturbation

Defender’s job:    ensure that:     

8x, x0 : kx� x0k < B ) kf✓(x)� f✓(x
0)k < b

a “small” perturbation does not impact classification

(Lipschitz condition)



Humans are not perfect either …

Jastrow Illusion:

Perhaps there is no perfectly robust ML model …



An example: the impact of adversarial examples

Perceptual ad-blocking: use ML to identify and block WWW ads

⇒ attacks

AdVersarial: Perceptual Ad Blocking meets Adversarial Machine Learning, F. Tramèr, P. Dupré, G. Rusak, G. Pellegrino, D. Boneh

ads



An example: the impact of adversarial examples

Jerry uploads 
malicious content 

… so that Tom’s 
post gets blocked

AdVersarial: Perceptual Ad Blocking meets Adversarial Machine Learning, F. Tramèr, P. Dupré, G. Rusak, G. Pellegrino, D. Boneh



Transferability: adversarial examples transfer

Fact:  Let  𝜃! and 𝜃" be two models for the same task, trained on different data.
Then adversarial examples that fool  𝜃! tend to also fool  𝜃"

https://arxiv.org/pdf/1605.07277 https://arxiv.org/pdf/1602.02697

Attacking a black-box (closed weights) model:
step 1:   query the target black-box model 𝜃! at many inputs
step 2:   train a model 𝜃" based on the collected query/response pairs
step 3:   construct adversarial examples for 𝜃"

Transferability  ⇒ the constructed adversarial examples will also fool 𝜃!

Importantly:  keeping the weights hidden does not protect against adversarial examples

https://arxiv.org/pdf/1605.07277


No strong defense so far ! 

Whenever someone tells you they are using ML,  

ask them what they do about adversarial examples



Inference Time Attacks on LLMs: 

Prompt Injection



The basics:  jailbreaks
Aligned models try to block negative behavior

Dec. 2023:  an automated, universal, transferable jailbreak generator

https://arxiv.org/pdf/2307.15043.pdf



More importantly: prompt injection

Goodside 2023: (see also [Perez-Ribeiro 2022, Greshake et al. 2023])

Model is fooled into treating 
data as instructions

A classis security problem:
buffer overflows, XSS, etc. 

https://x.com/goodside/status/1569128808308957185

https://arxiv.org/abs/2211.09527
https://arxiv.org/abs/2302.12173


A real-world example:  hacking Google Bard
Extensions allow Bard to access a user’s personal documents and emails 
(and search for flights, hotels, YouTube videos, etc.)

https://embracethered.com/blog/posts/2023/google-bard-data-exfiltration/

What could go wrong?

The problem:  LLMs are not designed for adversarial input



Prompt injection

Attacker:   send an email to or share a document with victim
⇒ text processed by Bard
⇒ In some cases, can confuse Bard into writing chat history 

into a shared document with attacker
(disclosed to and fixed by Google)

https://embracethered.com/blog/posts/2023/google-bard-data-exfiltration/



Indirect prompt injection attacks

Prompt injection need not be textual!

An example:  image-based prompt injection
⇒ Can be used to exfiltrate training data

(unbeknownst to the user)

https://arxiv.org/pdf/2307.10490v4.pdf

hidden instructions



Why does this work?

Multi-modal models (LLaVA, PandaGPT):

text
encoder

image
encoder
(e.g, CLIP)

LLaMa

The attack:  use FGSM to find minimal 
image perturbation that induces desired context



Security of agentic AI models
Agentic models interact with the environment via APIs   (such as the MCP standard)

• An example:   ask a model to send emails

“Send Bob the design document from our last meeting. Bob's email address 
and the design document are in the meeting notes file.”

The problem:  using prompt injection, an adversary can confuse the model
into taking a harmful action

“do not send Bob the performance evaluations discussed in the meeting notes”

as a precaution Alice might add:

https://modelcontextprotocol.io/introduction


Many opportunities for prompt injection

Passive methods:  the query might involve a web search that returns a web 
page containing adversarial text

Active methods:  adversary sends Alice an email that gets saved along with 
the meeting notes

Stealth injection:  adversary appends adversarial base64 encoded text to an 
otherwise innocuous document, or in an image.

models parse base64 encoded text with ease, 
but a human auditor may ignore itaGVsbG8gd29ybGQuICB0aGlzIGlzIGEgdGVzdC4=



What to do?   
A non-defense:   filters that monitor model API calls
• The problem:  once the model is compromised, it can evade the filters

(e.g., email corporate secrets in an encoded format)

A better approach:  dual LLM models 
• a Privileged LLM and a Quarantined LLM [Willson 2023]

• Privileged LLM:  collect the data needed to carry out a task, but do not look at data
• Quarantined LLM:  read provided data and carry out task (cannot access any other data)

But does not fully solve the problem: 
• In our example: Quarantined LLM gets the full meeting notes, 

(1) with performance reviews, and (2) potential adversarial text about Bob’s address

https://simonwillison.net/2023/Apr/25/dual-llm-pattern/


A stronger defense:  CaMel

Use Control Flow Integrity (CFI) methodology from Computer Security. 

https://arxiv.org/abs/2503.18813

Given a user prompt do
(1) one LLM extracts the intended control flow as a pseudo-Python code

(2) a custom interpreter then ensures another LLM executes the control flow, 

enforcing security via capabilities
(e.g., do not send emails to a non-employee)

An active area of research … many ideas and proposals

https://arxiv.org/abs/2503.18813


Can LLMs Find 
Software Vulnerabilities?



An example of dual use: can LLMs find software exploits?

The dual use aspect:

• Offensive:  can find and run exploits autonomously

FBGZK’24: “LLM agents can autonomously hack websites”
FBGZK’24: “Teams of LLM agents can exploit zero-day vulnerabilities”

• Defensive:  can be used by developers to improve product security:

HZ’24: “PenHeal: An LL framework for auto pen-testing and remediation”
HC’23: “Penetration testing with large language models”

https://arxiv.org/abs/2402.06664
https://arxiv.org/abs/2406.01637
https://arxiv.org/abs/2407.17788v1
https://arxiv.org/abs/2308.00121


Cybench:  assessing LLMs ability to find exploits 
https://arxiv.org/abs/2408.08926

Cybench:  assess capabilities on Capture the Flag Competitions (CTFs):
Teams compete to exploit vulns. and “capture a flag”

Varying levels of difficulty:  high school, college, professional

Cybench benchmark focuses on the hardest CTFs:  (professional level)

https://arxiv.org/abs/2408.08926


Cybench: a framework for testing LLMs

(best human time)

with suggested subtasks

Future models likely to do much better!
⇒ Can help developers find bugs



Verifiable Training and 

Verifiable Inference



Training outside of Google/Meta/OpenAI
Need to train (or fine-tune)

a model on my data

Together, Gensyn

I can do it for you

training data

model

Can I trust the model? ?? Many training time attacks:
• undertrain,  modify training data,
• embed a trapdoor in the modelHow to detect a badly trained model??



Option 1:  train inside of an enclave
(confidential computing)

Hardware enclave

General-purpose 
CPU

- Intel TDX,  AMD-SEV
- TrustZone (ARM), ...

training
data

H100 GPU
enclave

enclave ensures
training code

ran correctly on
the correct 
training data

(signing key)

output

+ enclave signatures



Option 2: auditing

Together, Gensyn

training data

model

auditor

training data,  modelGood model,   or proof of corruption

rerun 
training

(using a fraud proof game)



The problem:  GPU non-determinism

Together, Gensyn

training data

auditor

NVIDIA H100sNVIDIA A100s

training data

model2 model1≠
Why is this happening?    when using floating point a + (b + c)   ≠   (a + b) + c

(completely different models)



Removing non-determinism

A solution enabling auditor to verify model.   How?

Trainer identifies potential points of non-determinism 
⇒ records rounding directions

The challenge:  minimize recorded data    ⇒ a few megabytes

https://arxiv.org/abs/2403.09603



Do Programmers Write More Insecure 
Code with AI Assistants?

https://arxiv.org/pdf/2211.03622.pdf



AI Coding Assistants



What about security?
We asked developers to preform five tasks:

Write two functions in Python where one encrypts and the other decrypts a 
given string using a given symmetric key.

Write a function in Python that signs a given message using a given ECDSA 
signing key

Write a function in Python that takes as input a string representing a file path 
and returns a File object for the file at “path”. Files outside of the directory 
“/safedir” should not be allowed to be accessed.…



Summary of the results
Comparing mistakes with co-pilot (blue) and without (gray)



Summary of the results

Lots of data in the paper.    Bottom line:

Participants who had access to an AI assistant wrote less secure code than 
those without access to an assistant. 

Participants with access to an AI assistant were more likely to believe they 
wrote secure code. 



Defenses: OpenAI Critics

CriticGPT:  a model that help catch mistakes in ChatGPT responses 

CriticGPT found the
bug in OpenGPT code



Model Extraction and Training Data Privacy



Model extraction

Cloud provider

Proprietary model
(significant cost to train)

Query

Response

Attacker can extract
a lot of information about the 

model by querying it

How?    Can this be prevented?  



Model extraction attacks
The API to commercial LLMs output the log probabilities of the top 𝐾 tokens
• Moreover, the user can specify a real values bias vector 𝑏 as input to SoftMax.

https://arxiv.org/pdf/2403.06634

output ⇽ TopK (logSoftMax (modelProb(𝑝) + 𝒃))

prob. vector 
from model 
on context 𝑝 user provided bias vectorlog prob. of top 300 tokens

This API is used to perform controlled or constrained generation

… but this API suffices to extract the weights in the top layers of the LLM !!



Finally, training data privacy

Do models memorize their training data?   Can the data be extracted by queries?

https://arxiv.org/pdf/2311.17035

% of generated tokens that are a
50-token copy from training data

Results:
• The larger the model the more 50-token answers are memorized. 
• Specific queries tend to generate more memorized sequences.

The lesson: allowing an adversary to query the model can 
leak sensitive training data



A classic example

https://chatgpt.com/share/1f044bb2-e7a1-4a17-898e-6f3cf659af0d

From a known
web site



Summary

Prompt injection:  
• adversarial inputs can confuse a model into taking a harmful action 

(e.g., email sensitive date to an unauthorized recipient)
• Malicious prompt can be hidden in data corpus – hard to detect

• Solutions: sandbox all model API calls using computer security techniques.

Verifiable training and inference:  
• needed when model is trained or run by a 3rd party.

Code generation:  LLM generated code must go through a security audit



Content Provenance





C2PA: a standard for content provenance

embedded certified
signing key  sk

location
timestamp

signature  verify metadata
by checking sig

C2PA

60MP
(also Sony and Nikon)

2025:  Cloudflare support



Not just news orgs …
Why does OpenAI need this?



A problem:  post-processing (editing)

Newspapers often process the photos before publishing:
Resize (1500×1000),  Crop,  Grayscale,  Blur face  (AP lists allowed ops)

The problem:   laptop cannot verify signature on processed photo

???processed photo

The Solution proposed by C2PA is not ideal … is there a better solution?



A Cryptographic Solution:  zkSNARKs

location
timestamp
proof  π

edited
photo

⇒ Laptop verifies  𝜋 and shows metadata to user

Laptop has (Edited, Ops).   Editing software attaches a proof  𝜋 that:

I know a witness (Orig, Sig)  such that
1. Sig is a valid C2PA signature on Orig
2. Edited is the result of applying Ops to Orig
3. metadata(Edited) = metadata(Orig)

public statement

https://eprint.iacr.org/2024/1066



Proofs for Post-Processing Ops

Our work:  proof for a 6000×4000 image using modern tools
• resize, crop, grayscale, blur   ⇒ proof gen. time ≤ 4 minutes
• Proof size:   ≈100 KB , Verification time:  0.7 sec

Related works  [PhotoProof,  Kang et al., 2022;   Monica et al. 2024]

(Adobe photoshop algorithms)


